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	Name
	Wesston Dana

	Phone	480-272-5961

	Email	Wesstondana2000@gmail.com

	Case number
	CFR101 Autopsy v2.21.0

	Date
	February 8, 2024











	
	Evidence Name
	  Description 
	Evidence
	Hash
	Location
	Date
	Encryption

	Name of Persons
	
	
	Count(how many)
	Number
	
	
	
	

	
Wesston Dana
	The plan.docx
	An encrypted word document describing the plan to rob a bank.
	1
	2
	4d8140df9de2e0c7b09ded03c6823881

	/LogicalFileSet1/OneDrive_2024-02-06.zip/CFR101 CTF - Copy/Docs/The plan.docx	
	2024-02-06

	Yes



	
	Evidence Name
	  Description 
	Evidence
	Hash
	Location
	Date
	Encryption

	Name of Persons
	
	
	Count(how many)
	Number
	
	
	
	

	
Wesston Dana

	Download.jfif
	Image of a smoking gun
	2
	2
	f8d54a0847769fa962869b6c8007104d

	/LogicalFileSet1/OneDrive_2024-02-06.zip/CFR101 CTF - Copy/memes/New folder/Dont Look Here/download.jfif
	2024-02-06

	No









Evidence Lab and Report

1) Evidence #1
a) Opened recovered files in Autopsy
b) Open “Docs”
c) Found encrypted file
[image: ]




1) Evidence #2
a) Opened files in Autopsy
b) Opened “memes” document
c) Pressed “New Folder”
d) Pressed “Don't look here”
e) Found the image of a smoking gun
f) Opened files Hex Data and scrolled to the bottom to find “Password1!”
g) Used the hidden message to unlock the encrypted document and reveal the plan
[image: ]



Sources
Rodriguez, Aaron (2024) Class session and lecture. https://uat.instructure.com/courses/6127/assignments/219054?	module_item_id=603498
	Double click in Footer to put School Name here and update logo	[image: ]
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