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1. Objectives and Scope -
The main objective of this Security plan is to cover all the network as well as physical security threats and remediations. Going over Risk assessment, Policies and procedures, security controls, Monitoring assessments, Incident response, Network and physical security, Revision of the policies, and how changes will be communicated.

2. Risk Assessment – 
· Financial risks
· Operational risks
· Technical risks
· Legal and regulatory risks
· Environmental risks
· Human resources risks
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3. Policies and Procedures -
3.1 Access Control Policy - The access control policy ensures that only necessary personnel have access to sensitive company data. See the diagram below for the breakdown of the Access Control.
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3.2 Data Protection Policy - All data being sent throughout or outside the company, will be encrypted including emails. The data classification will consist of three levels: Public, confidential, and restricted. And any and all data that is no longer needed, we be disposed of properly to ensure no data leaks are possible.
3.3 Security Awareness Training – See the attached PowerPoint to view the Security Awareness training for the company. Security Awareness Training.pptx
3.4 Incident Response Plan - Requirements for reporting incidents are as follows: IDS must notify us first, at least one clients information leaked activates incident response, and a head of a department must notify us first. External communication will be highly restricted after a data breach as we do not want more data to be leaked or stolen through those open lines of communication.
4. Security Controls -
4.1 Technical Controls - The diagram below displays the basic network as well as the3 technical controls and network security measures such as firewalls, alert and alarm triggers, honeypot server, and monitoring and logging on the network.
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4.3 Physical Controls - Below, I have added a basic diagram displaying what physical security we will have inside the building of Dana Inc. Ranging from security cameras and motion/noise sensors to having armed guards.
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5. Monitoring and Assessment -
5.1 Security Monitoring –Some of the security monitoring tools that will be used will be an “Intrusion Detection System” (IDS), what this does is monitor and analyze the network to detect unauthorized access, security threats, and to alert admins about any suspicious activity so they can block them.
5.2 Regular Assessments - We will have an Certifies Ethical Hacker on contract to do quarterly vulnerability testing, penetration tests, and to do regular security checks to ensure the network security integrity is maintained.
6. Incident Response -
6.1 Incident Detection –Dana Inc’s IDS will notify all Administrators and executives of the suspicious activity or data leak and the incident response plan will go into effect.
6.2 Incident Reporting - IDS must notify us first, at least one clients information leaked activates incident response, and a head of a department must notify us first.
6.3 Incident Containment - External communication will be highly restricted after a data breach as we do not want more data to be leaked or stolen through those open lines of communication.
6.4 Incident Recovery - Once the data leak or breach has been contained and terminated, the data will be recovered and we will immediately start an investigation in hopes of finding how the data leak occurred and how the hacker got past our network security. System and data recovery will be restored by our system backups.
7. Network Diagrams and Physical Security -
7.1 Network Diagrams -architecture and layout of Dana Inc’s network infrastructure, including routers, switches, firewalls, servers, and endpoints.
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7.2 Physical Security –Refer to section 4.3 for the physical security diagram.
8. Continuously Improve -
· The risk management document will be reviewed every quarter to ensure the company is staying up to date with modern risks and threats. Unless one of the risks or a new incident occurs, then we will review and revise the document. Document will be updated in accordance with all security policies.
· The incident response policy will be reviewed, if needed, semi-annually.
· Policies and procedures section will be updated semi-annually.
· Security controls will be updated and revised quarterly or when a security breach occurs.
· Monitoring and assessment section will be reviewed and updated quarterly.
· Network and physical security will be updated and reviewed quarterly or when a security breach occurs.
8.2- The PowerPoint in section 3.3 will be the baseline for our employee training and will be updated and reviewed every quarter to ensure relevance.
9. Documentation and Communication -
9.2 Whenever any part of the security policy is changed, updated, or reviewed, an email listing all the changes and the revised security policy will be sent to every employee via email. The employee must click the link and view the policy.
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Data Breach (1) Cyberattack
Sexval Harassment (2) HR Risks
Electrical Fire (3) Environmental
Tech breaking (4) Technical
Loss of profit (5) Finacial
Lawsuit (6) Legal
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image5.png
CEO Full access to all company files,
finances, client information,
employee information, and
trade secrets.
Full access to company files,
finances, and company stock
information.
Eddy Ward (Administrator 1) Full access to company files,
client information, and
employee information.
Debbie Zim (Administrator 2) Full access to company files,
client information, and
employee information.

Ryan Fred (Manager) Full access to company's
security protocols and logs.

‘Angi Rogers (Manager) Medium Full access to company’s
finance files. Able to view and
edit files.

Ted Rogers (Team Leader) Medium Limited access to employee files

and information of those under
him. Limited access to finance
files and security logs,

John Baker (Employee) Limited access to the
company’s finance files.

Jane Doe (Employee) Limited access to company’s
security files and protocols.

Ed Howard (Employee) Limited access to company's
finance files.
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