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Basic Network Evaluation
The above network is among the most basic designs that I was able to come up with. It consists of a basic 2911 router, one 2960 switch, basic server, and three PCs for the employees. The company is “Dana Trades”, which is a new stock trading company that is based out of my house in Mesa, AZ. The networks performance is good, considering we only have four devices connected. Security is basic and will need upgrades as we expand. Scalability is poor due to the level of mediocrity. But the reliability will be fine for now, as it is a smaller start up, but will need to be upgraded as we expand and hire new traders.
Improvements and Costs
My recommendations for improving the network will start with the security of the network. First, we need to train our employees on identifying and reporting phishing attempts viz email or text. Creating an annual training schedule for this will improve employee readiness and ability to identify these. I also recommend implementing a honeypot server. Although sometimes expensive, the honeypots are used as a decoy for any potential attacks to lure and trap the attacker. I would recommend the use of a Pure Honeypot, “A pure honeypot refers to a full-scale system running on various servers. It completely mimics the production system. Within a pure honeypot is data made to look confidential, as well as “sensitive” user information, which have a number of sensors used to track and observe attacker activity (Fortinet, 2024).” A pure honeypot can cost up to several thousand dollars to manage. Next, I would recommend the implementation of an IDS (intrusion detection system) as a way to automate the filtering of spam or malicious attackers into the honeypot. If we were to use the trusted IDS of Google, it runs for $1.50 per hour per endpoint created and running (Google, 2024). Next, I recommend adding different routes to for the network traffic to flow to reduce the possibility of downtime and the network getting backed up. Also, the company should add one or more routers in order to prioritize certain network tasks (NordVPN,2024). To increase scalability of the network, I would recommend implementing load balancing. Load balancing distributes network traffic across multiple servers to prevent any single server from becoming overloaded, ensuring that your network remains fast and reliable, even during high-traffic periods. This technology helps in maintaining the speed and efficiency of your network (Matrix-NDI,2024). Next, I recommend continuous Network Optimization to constantly regularly review and optimize network configurations to ensure efficient resource utilization (Team, 2023). If the company also maintains upgraded software and hardware, it will reduce the risks of security breaches and be loaded with the latest in software optimization. 
Cost Estimate
Depending on the budget of the company that allocates for the network and security, my recommendations add up to about $20,000-$30,000 per year.
Improved Network Map
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