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1. Executive Summary
· Malware only detectable through the Task Scheduler. Opens a program every 15 minutes that listens on port “0.0.0.0:19” This Virus will listen on the port for any sensitive or personal information then turn into a ransomware when information is leaked. When a device is infected, or we think it is infected, open task scheduler and delete the program fully.
2. Introduction
· Multiple tabs automatically opened upon login
· Slows computer down because of automatic start up
3. Malware Overview
· “EVIL”
· Virus
· March 23, 2024. Hidden in files, only view in Task Scheduler. Starts a program upon login. Opens files every 15 mins
4. Technical Analysis
· Malware does not show up in computer files, can only be seen in Task Scheduler. Upon login, the malware will automatically open “taskeng.exe” that listens to port “0.0.0.0:19”. Once this is detected, we should open the task scheduler and disable this task before sensitive information is stolen.
5. Indicators of Compromise (IOCs)
· IP: 0.0.0.0:82
· File path: C:\Microsoft\Windows Defender
6. Behavioral Analysis
· Severely slows down system
· Slowed system performances
· Opens program every 15 minutes automatically
7. Mitigation and Recommendations
· Open task scheduler
· Disable task
· Ensure system can still run with the task
· Delete task and file completely
8. Conclusion
· Threat to company was minimal, just slows infected systems and can slow down productivity
· Ensure employees are not going to unauthorized websites or downloading any malicious files
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