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Introduction
The main goal of the project was to design a PowerShell script that would help in automating Windows security audit. Instead of manually examining several security settings, the script can gather system information, assess security settings and generate the security audit report. Automating this task helps to save time, be consistent and detect security problems effectively. The created script makes a set of security assessments: status of Windows Firewall, status of Microsoft Defender, local user accounts, password policy, installed updates, network listening ports, shared folders, failed log on events and available disk space. Based on gathered information, the script assigns the security risk rating and generates three reports: HTML, TXT and CSV.

PowerShell Script Development
As an automation tool the project was implemented in Microsoft PowerShell as it comes with Windows and allows accessing built-in system administration and security management tools. The script contains functions performing individual security assessments and was written with the use of functions to make it easier to read, test and debug and demonstrate structured programming. Variables were used for storing system information, audit dates and results of assessment. Conditional statements were used to check whether individual security settings correspond to recommended ones, and loops processed arrays of data like firewall profiles, local user accounts, network ports and installed updates.

PowerShell Script: 
Execution of Script
Once the script was ready, it was run on an elevated PowerShell session that had administrative privileges. The reason why administrative privileges were needed is because some security commands, such as Windows Security event logs and configuration checks, require elevated access. The execution policy of the PowerShell session was temporarily changed in order to be able to execute the script without affecting any security settings of Windows permanently. Once the script was run, it would automatically go through nine different phases of security checks.
Those phases included:
· System information gathering
· Windows Firewall check
· Microsoft Defender check
· Local user accounts review
· Password policy check
· Updates installation check
· Network port check
· Failed logon events check
· Disk space check
· Security report generation

This automation allowed avoiding manual work for all these administrative procedures.
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Security Assessment
As a result of execution, the script performed an analysis of several critical security components of the operating system. Firewall assessment included the verification of Domain, Private and Public Windows Firewall profiles. It is considered one of the main security controls, which prevents unauthorized traffic entering and leaving a computer via a network connection.
The script also performed the assessment of Microsoft Defender by determining the presence of antivirus and real-time protection enabled. Moreover, the script checked the date of the latest security definitions updates in order to see whether all malware signatures are updated. Local user accounts and members of Administrators groups were identified in order to find accounts that might pose unnecessary security threats. The script also reviewed the Windows password policy. Patch management was performed by the script through gathering data on recent Windows updates and verification of the availability of Windows Update service.

The network was analyzed in terms of listening TCP ports and shared folders that could potentially expose unnecessary services. Lastly, Windows Security Event Logs were checked for failed logon attempts.
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Automated Reporting
              Automating security reporting was one of the main goals of this project. Not only was the information displayed within the PowerShell window, but also several reports in different formats were produced. The main report was in HTML format, which included summary data along with risk calculation based on this data. Several CSV reports with more detailed information on firewall configuration, updates, open ports, user account status, disk usage, and other security-related metrics were also produced. This way, administrators are able to assess the security of their systems without gathering all information manually from various Windows management tools.
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Tests and Validation
              Upon the completion of the initial auditing process, the findings were evaluated in order to check if the developed script contained the current security configuration of the computer. The output reports were compared against such Windows management systems as Windows Security, Microsoft Defender, Windows Update, Local Users and Groups, etc. It was found out that the information contained in the reports coincided with the actual state of the computer security configuration and, therefore, proved that the script obtained the relevant information correctly. In addition, a controlled test was performed where one of the security settings was changed, and the script was executed. The test report contained a detection of the configuration change and an increased security risk. Once the test was over, the initial configuration was restored, and another audit proved that the state of the computer had been returned to normal.
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Results
               The security audit was successfully performed by the automated tool. The script was able to create a complete list of key security settings of Windows and generate various report formats which could be used in the future analysis. The project showed the possibility of automation of security administration tasks which would take much effort if done manually. In contrast to the process of opening several Windows management consoles, the script was able to collect all necessary data automatically and present it in professional reports. Moreover, the project proved knowledge in practical PowerShell scripting, Windows administration, system auditing, security analysis, report generation, and automated assessment.

Conclusion
              This project successfully achieved all of the goals set by the degree objective. It was possible to create, implement, and document an automated tool for security auditing using PowerShell. The script performed the automation of various administration and security-related processes like firewall checking, antivirus testing, user accounts auditing, password policy checking, patch management checking, network analysis, and event logs auditing. The ability to generate reports automatically helped to reduce the time needed to perform the security audit and increased the quality of the process.
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Windows-Security-Audit.ps1.ps1
<#
.SYNOPSIS
    Automated Windows Security Audit and Assessment Tool

.DESCRIPTION
    Collects Windows security information and generates HTML, TXT, and CSV reports.
    Run PowerShell as Administrator for the most complete results.

.NOTES
    Intended for authorized auditing of Windows computers.
#>

[CmdletBinding()]
param(
    [string]$OutputFolder = "$env:USERPROFILE\Desktop\SecurityAudit"
)

$ErrorActionPreference = "SilentlyContinue"
$AuditDate = Get-Date
$ComputerName = $env:COMPUTERNAME
$RiskScore = 0
$Findings = New-Object System.Collections.Generic.List[object]

function Add-Finding {
    param(
        [string]$Category,
        [string]$Check,
        [ValidateSet("PASS","WARNING","REVIEW","CRITICAL","INFO")]
        [string]$Status,
        [string]$Details,
        [int]$Points = 0
    )

    $script:RiskScore += $Points
    $script:Findings.Add([PSCustomObject]@{
        Category = $Category
        Check    = $Check
        Status   = $Status
        Details  = $Details
        Points   = $Points
    })
}

function Test-IsAdministrator {
    $identity = [Security.Principal.WindowsIdentity]::GetCurrent()
    $principal = New-Object Security.Principal.WindowsPrincipal($identity)
    return $principal.IsInRole([Security.Principal.WindowsBuiltInRole]::Administrator)
}

function Get-RiskRating {
    param([int]$Score)

    if ($Score -le 5) { return "LOW" }
    elseif ($Score -le 12) { return "MODERATE" }
    elseif ($Score -le 20) { return "HIGH" }
    else { return "CRITICAL" }
}

Write-Host ""
Write-Host "============================================="
Write-Host " Automated Windows Security Audit"
Write-Host "============================================="
Write-Host "Computer: $ComputerName"
Write-Host "Started:  $AuditDate"
Write-Host ""

$IsAdmin = Test-IsAdministrator

if (-not (Test-Path $OutputFolder)) {
    New-Item -ItemType Directory -Path $OutputFolder -Force | Out-Null
}

$CsvFolder = Join-Path $OutputFolder "CSV"
if (-not (Test-Path $CsvFolder)) {
    New-Item -ItemType Directory -Path $CsvFolder -Force | Out-Null
}

if ($IsAdmin) {
    Add-Finding "Execution" "Administrator privileges" "PASS" "The script is running with administrator privileges." 0
} else {
    Add-Finding "Execution" "Administrator privileges" "WARNING" "The script is not running as administrator. Some checks may be incomplete." 3
}

# -----------------------------
# System Information
# -----------------------------
Write-Host "[1/9] Collecting system information..."

$OS = Get-CimInstance Win32_OperatingSystem
$ComputerSystem = Get-CimInstance Win32_ComputerSystem
$BIOS = Get-CimInstance Win32_BIOS

$SystemInformation = [PSCustomObject]@{
    ComputerName      = $ComputerName
    CurrentUser       = "$env:USERDOMAIN\$env:USERNAME"
    OperatingSystem   = $OS.Caption
    OSVersion         = $OS.Version
    Architecture      = $OS.OSArchitecture
    Manufacturer      = $ComputerSystem.Manufacturer
    Model             = $ComputerSystem.Model
    DomainOrWorkgroup = $ComputerSystem.Domain
    LastBootTime      = $OS.LastBootUpTime
    BIOSVersion       = ($BIOS.SMBIOSBIOSVersion -join ", ")
    AuditDate         = $AuditDate
    RunningAsAdmin    = $IsAdmin
}

$SystemInformation | Export-Csv (Join-Path $CsvFolder "SystemInformation.csv") -NoTypeInformation

# -----------------------------
# Firewall Assessment
# -----------------------------
Write-Host "[2/9] Checking Windows Firewall..."

$FirewallProfiles = Get-NetFirewallProfile |
    Select-Object Name, Enabled, DefaultInboundAction, DefaultOutboundAction

$FirewallProfiles | Export-Csv (Join-Path $CsvFolder "FirewallProfiles.csv") -NoTypeInformation

foreach ($Profile in $FirewallProfiles) {
    if ($Profile.Enabled) {
        Add-Finding "Firewall" "$($Profile.Name) profile" "PASS" "Windows Firewall is enabled." 0
    } else {
        Add-Finding "Firewall" "$($Profile.Name) profile" "CRITICAL" "Windows Firewall is disabled." 5
    }
}

# -----------------------------
# Microsoft Defender Assessment
# -----------------------------
Write-Host "[3/9] Checking Microsoft Defender..."

$DefenderStatus = Get-MpComputerStatus

if ($DefenderStatus) {
    $DefenderReport = [PSCustomObject]@{
        AntivirusEnabled              = $DefenderStatus.AntivirusEnabled
        AntispywareEnabled            = $DefenderStatus.AntispywareEnabled
        RealTimeProtectionEnabled     = $DefenderStatus.RealTimeProtectionEnabled
        BehaviorMonitorEnabled        = $DefenderStatus.BehaviorMonitorEnabled
        IoavProtectionEnabled         = $DefenderStatus.IoavProtectionEnabled
        NISEnabled                    = $DefenderStatus.NISEnabled
        AntivirusSignatureLastUpdated = $DefenderStatus.AntivirusSignatureLastUpdated
        QuickScanAge                  = $DefenderStatus.QuickScanAge
        FullScanAge                   = $DefenderStatus.FullScanAge
    }

    $DefenderReport | Export-Csv (Join-Path $CsvFolder "DefenderStatus.csv") -NoTypeInformation

    if ($DefenderStatus.AntivirusEnabled) {
        Add-Finding "Antivirus" "Microsoft Defender Antivirus" "PASS" "Microsoft Defender Antivirus is enabled." 0
    } else {
        Add-Finding "Antivirus" "Microsoft Defender Antivirus" "CRITICAL" "Microsoft Defender Antivirus is disabled or unavailable." 5
    }

    if ($DefenderStatus.RealTimeProtectionEnabled) {
        Add-Finding "Antivirus" "Real-time protection" "PASS" "Real-time protection is enabled." 0
    } else {
        Add-Finding "Antivirus" "Real-time protection" "CRITICAL" "Real-time protection is disabled." 5
    }

    if ($DefenderStatus.AntivirusSignatureLastUpdated) {
        $SignatureAge = (New-TimeSpan -Start $DefenderStatus.AntivirusSignatureLastUpdated -End (Get-Date)).Days
        if ($SignatureAge -le 7) {
            Add-Finding "Antivirus" "Security intelligence age" "PASS" "Definitions were updated $SignatureAge day(s) ago." 0
        } else {
            Add-Finding "Antivirus" "Security intelligence age" "WARNING" "Definitions are $SignatureAge day(s) old." 3
        }
    }
} else {
    Add-Finding "Antivirus" "Microsoft Defender status" "REVIEW" "Defender status could not be collected. Another antivirus product may be installed." 1
}

# -----------------------------
# Local Account Assessment
# -----------------------------
Write-Host "[4/9] Auditing local accounts..."

$LocalUsers = Get-LocalUser |
    Select-Object Name, Enabled, LastLogon, PasswordRequired, PasswordExpires,
        UserMayChangePassword, Description

$LocalUsers | Export-Csv (Join-Path $CsvFolder "LocalUsers.csv") -NoTypeInformation

$Administrators = Get-LocalGroupMember -Group "Administrators" |
    Select-Object Name, ObjectClass, PrincipalSource

$Administrators | Export-Csv (Join-Path $CsvFolder "LocalAdministrators.csv") -NoTypeInformation

$GuestAccount = Get-LocalUser -Name "Guest"

if ($GuestAccount -and -not $GuestAccount.Enabled) {
    Add-Finding "Accounts" "Guest account" "PASS" "The built-in Guest account is disabled." 0
} elseif ($GuestAccount -and $GuestAccount.Enabled) {
    Add-Finding "Accounts" "Guest account" "CRITICAL" "The built-in Guest account is enabled." 5
} else {
    Add-Finding "Accounts" "Guest account" "INFO" "The built-in Guest account was not found under the English name Guest." 0
}

$EnabledUsers = @($LocalUsers | Where-Object Enabled).Count
Add-Finding "Accounts" "Enabled local accounts" "INFO" "$EnabledUsers enabled local account(s) were found." 0

$AdminCount = @($Administrators).Count
if ($AdminCount -le 2) {
    Add-Finding "Accounts" "Local administrators" "PASS" "$AdminCount principal(s) are in the local Administrators group." 0
} else {
    Add-Finding "Accounts" "Local administrators" "REVIEW" "$AdminCount principals are in the local Administrators group. Review whether all require administrative rights." 1
}

# -----------------------------
# Password Policy
# -----------------------------
Write-Host "[5/9] Checking password policy..."

$NetAccountsOutput = net accounts 2>&1
$NetAccountsOutput | Out-File (Join-Path $OutputFolder "PasswordPolicy.txt") -Encoding UTF8

$MinimumPasswordLength = $null
$LockoutThreshold = $null

foreach ($Line in $NetAccountsOutput) {
    if ($Line -match "Minimum password length\s+(\d+)") {
        $MinimumPasswordLength = [int]$Matches[1]
    }
    if ($Line -match "Lockout threshold\s+(.+)") {
        $LockoutThreshold = $Matches[1].Trim()
    }
}

if ($null -ne $MinimumPasswordLength) {
    if ($MinimumPasswordLength -ge 12) {
        Add-Finding "Password Policy" "Minimum password length" "PASS" "Minimum password length is $MinimumPasswordLength characters." 0
    } elseif ($MinimumPasswordLength -ge 8) {
        Add-Finding "Password Policy" "Minimum password length" "WARNING" "Minimum password length is $MinimumPasswordLength characters. Twelve or more is preferred." 3
    } else {
        Add-Finding "Password Policy" "Minimum password length" "CRITICAL" "Minimum password length is only $MinimumPasswordLength characters." 5
    }
} else {
    Add-Finding "Password Policy" "Minimum password length" "REVIEW" "The minimum password length could not be parsed automatically. Review PasswordPolicy.txt." 1
}

# -----------------------------
# Patch Assessment
# -----------------------------
Write-Host "[6/9] Reviewing installed updates..."

$InstalledUpdates = Get-HotFix |
    Sort-Object InstalledOn -Descending |
    Select-Object HotFixID, Description, InstalledBy, InstalledOn

$InstalledUpdates | Export-Csv (Join-Path $CsvFolder "InstalledUpdates.csv") -NoTypeInformation

$NewestUpdate = $InstalledUpdates |
    Where-Object InstalledOn |
    Sort-Object InstalledOn -Descending |
    Select-Object -First 1

if ($NewestUpdate) {
    $UpdateAge = (New-TimeSpan -Start $NewestUpdate.InstalledOn -End (Get-Date)).Days
    if ($UpdateAge -le 45) {
        Add-Finding "Patch Management" "Most recent installed update" "PASS" "$($NewestUpdate.HotFixID) was installed $UpdateAge day(s) ago." 0
    } else {
        Add-Finding "Patch Management" "Most recent installed update" "WARNING" "The newest listed hotfix is $UpdateAge day(s) old. Check Windows Update for pending updates." 3
    }
} else {
    Add-Finding "Patch Management" "Installed updates" "REVIEW" "No installed hotfix date could be identified." 1
}

$WindowsUpdateService = Get-Service -Name wuauserv
if ($WindowsUpdateService.StartType -ne "Disabled") {
    Add-Finding "Patch Management" "Windows Update service" "PASS" "Windows Update is not disabled. Current state: $($WindowsUpdateService.Status)." 0
} else {
    Add-Finding "Patch Management" "Windows Update service" "CRITICAL" "Windows Update service is disabled." 5
}

# -----------------------------
# Network Assessment
# -----------------------------
Write-Host "[7/9] Auditing network ports and shares..."

$ListeningPorts = Get-NetTCPConnection -State Listen |
    ForEach-Object {
        $Process = Get-Process -Id $_.OwningProcess
        [PSCustomObject]@{
            LocalAddress = $_.LocalAddress
            LocalPort    = $_.LocalPort
            ProcessId    = $_.OwningProcess
            ProcessName  = $Process.ProcessName
        }
    } |
    Sort-Object LocalPort -Unique

$ListeningPorts | Export-Csv (Join-Path $CsvFolder "ListeningPorts.csv") -NoTypeInformation

$NetworkAdapters = Get-NetIPConfiguration |
    Select-Object InterfaceAlias, InterfaceDescription,
        @{Name="IPv4Address";Expression={$_.IPv4Address.IPAddress -join ", "}},
        @{Name="DefaultGateway";Expression={$_.IPv4DefaultGateway.NextHop -join ", "}},
        @{Name="DNSServer";Expression={$_.DNSServer.ServerAddresses -join ", "}}

$NetworkAdapters | Export-Csv (Join-Path $CsvFolder "NetworkAdapters.csv") -NoTypeInformation

$Shares = Get-SmbShare |
    Select-Object Name, Path, Description, Special

$Shares | Export-Csv (Join-Path $CsvFolder "SharedFolders.csv") -NoTypeInformation

$NonSpecialShares = @($Shares | Where-Object { -not $_.Special })
if ($NonSpecialShares.Count -eq 0) {
    Add-Finding "Network" "Non-administrative SMB shares" "PASS" "No non-administrative SMB shares were found." 0
} else {
    Add-Finding "Network" "Non-administrative SMB shares" "REVIEW" "$($NonSpecialShares.Count) non-administrative share(s) were found. Verify their permissions and necessity." 1
}

$HighRiskPorts = $ListeningPorts | Where-Object { $_.LocalPort -in 21, 23, 69, 110, 135, 139, 445, 3389 }
if (@($HighRiskPorts).Count -gt 0) {
    $PortList = ($HighRiskPorts.LocalPort | Sort-Object -Unique) -join ", "
    Add-Finding "Network" "Potentially sensitive listening ports" "REVIEW" "Review these listening ports: $PortList. A listening port is not automatically a vulnerability." 1
} else {
    Add-Finding "Network" "Potentially sensitive listening ports" "PASS" "No selected high-risk ports were detected as listening." 0
}

# -----------------------------
# Failed Logon Assessment
# -----------------------------
Write-Host "[8/9] Reviewing failed logon events..."

$StartTime = (Get-Date).AddDays(-7)
$FailedLogons = @()

if ($IsAdmin) {
    $Events = Get-WinEvent -FilterHashtable @{
        LogName   = "Security"
        Id        = 4625
        StartTime = $StartTime
    } -MaxEvents 200

    $FailedLogons = foreach ($Event in $Events) {
        $Xml = [xml]$Event.ToXml()
        $Data = @{}
        foreach ($Item in $Xml.Event.EventData.Data) {
            $Data[$Item.Name] = $Item.'#text'
        }

        [PSCustomObject]@{
            TimeCreated       = $Event.TimeCreated
            TargetUserName    = $Data["TargetUserName"]
            IpAddress         = $Data["IpAddress"]
            WorkstationName   = $Data["WorkstationName"]
            LogonType         = $Data["LogonType"]
            FailureReason     = $Data["FailureReason"]
            Status            = $Data["Status"]
            SubStatus         = $Data["SubStatus"]
        }
    }

    $FailedLogons | Export-Csv (Join-Path $CsvFolder "FailedLogons.csv") -NoTypeInformation

    if (@($FailedLogons).Count -eq 0) {
        Add-Finding "Auditing" "Failed logons in last 7 days" "PASS" "No Event ID 4625 failed logons were found." 0
    } elseif (@($FailedLogons).Count -le 10) {
        Add-Finding "Auditing" "Failed logons in last 7 days" "REVIEW" "$(@($FailedLogons).Count) failed logon event(s) were found." 1
    } else {
        Add-Finding "Auditing" "Failed logons in last 7 days" "WARNING" "$(@($FailedLogons).Count) failed logon events were found. Investigate for password guessing or account problems." 3
    }
} else {
    Add-Finding "Auditing" "Failed logons" "WARNING" "Security log review was skipped because the script is not running as administrator." 3
}

# -----------------------------
# Disk Assessment
# -----------------------------
Write-Host "[9/9] Checking disk space and generating reports..."

$Disks = Get-CimInstance Win32_LogicalDisk -Filter "DriveType=3" |
    ForEach-Object {
        $FreePercent = if ($_.Size -gt 0) {
            [math]::Round(($_.FreeSpace / $_.Size) * 100, 2)
        } else { 0 }

        [PSCustomObject]@{
            Drive       = $_.DeviceID
            SizeGB      = [math]::Round($_.Size / 1GB, 2)
            FreeSpaceGB = [math]::Round($_.FreeSpace / 1GB, 2)
            FreePercent = $FreePercent
        }
    }

$Disks | Export-Csv (Join-Path $CsvFolder "DiskSpace.csv") -NoTypeInformation

foreach ($Disk in $Disks) {
    if ($Disk.FreePercent -ge 15) {
        Add-Finding "System Health" "Disk space $($Disk.Drive)" "PASS" "$($Disk.FreePercent)% free space remains." 0
    } elseif ($Disk.FreePercent -ge 10) {
        Add-Finding "System Health" "Disk space $($Disk.Drive)" "WARNING" "Only $($Disk.FreePercent)% free space remains." 3
    } else {
        Add-Finding "System Health" "Disk space $($Disk.Drive)" "CRITICAL" "Only $($Disk.FreePercent)% free space remains." 5
    }
}

$RiskRating = Get-RiskRating -Score $RiskScore
$Findings | Export-Csv (Join-Path $CsvFolder "SecurityFindings.csv") -NoTypeInformation

# HTML styling
$Css = @"
<style>
body { font-family: Arial, sans-serif; margin: 30px; background-color: #f4f6f8; color: #202124; }
h1 { background-color: #1f2937; color: white; padding: 18px; }
h2 { border-bottom: 2px solid #374151; padding-bottom: 6px; margin-top: 28px; }
table { border-collapse: collapse; width: 100%; background-color: white; margin-bottom: 20px; }
th, td { border: 1px solid #cbd5e1; padding: 8px; text-align: left; }
th { background-color: #e5e7eb; }
.PASS { background-color: #dcfce7; }
.WARNING { background-color: #fef3c7; }
.REVIEW { background-color: #dbeafe; }
.CRITICAL { background-color: #fee2e2; }
.INFO { background-color: #f3f4f6; }
.summary { background-color: white; border: 1px solid #cbd5e1; padding: 15px; margin-bottom: 20px; }
</style>
"@

$FindingRows = foreach ($Finding in $Findings) {
    "<tr class='$($Finding.Status)'><td>$($Finding.Category)</td><td>$($Finding.Check)</td><td>$($Finding.Status)</td><td>$($Finding.Details)</td><td>$($Finding.Points)</td></tr>"
}

$SystemHtml = $SystemInformation | ConvertTo-Html -Fragment
$FirewallHtml = $FirewallProfiles | ConvertTo-Html -Fragment
$DefenderHtml = if ($DefenderReport) { $DefenderReport | ConvertTo-Html -Fragment } else { "<p>Defender data unavailable.</p>" }
$AdminHtml = $Administrators | ConvertTo-Html -Fragment
$PortsHtml = $ListeningPorts | ConvertTo-Html -Fragment
$UpdatesHtml = $InstalledUpdates | Select-Object -First 20 | ConvertTo-Html -Fragment
$DisksHtml = $Disks | ConvertTo-Html -Fragment

$HtmlReport = @"
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Windows Security Audit - $ComputerName</title>
$Css
</head>
<body>
<h1>Automated Windows Security Audit</h1>

<div class="summary">
<strong>Computer:</strong> $ComputerName<br>
<strong>Audit date:</strong> $AuditDate<br>
<strong>Administrator mode:</strong> $IsAdmin<br>
<strong>Total risk score:</strong> $RiskScore<br>
<strong>Overall rating:</strong> $RiskRating
</div>

<h2>Security Findings</h2>
<table>
<tr><th>Category</th><th>Check</th><th>Status</th><th>Details</th><th>Points</th></tr>
$($FindingRows -join "`n")
</table>

<h2>System Information</h2>
$SystemHtml

<h2>Firewall Profiles</h2>
$FirewallHtml

<h2>Microsoft Defender</h2>
$DefenderHtml

<h2>Local Administrators</h2>
$AdminHtml

<h2>Listening TCP Ports</h2>
$PortsHtml

<h2>Twenty Most Recent Installed Updates</h2>
$UpdatesHtml

<h2>Disk Space</h2>
$DisksHtml

<p>Detailed CSV evidence is located in the CSV subfolder.</p>
</body>
</html>
"@

$HtmlPath = Join-Path $OutputFolder "SecurityAuditReport.html"
$TextPath = Join-Path $OutputFolder "SecurityAuditSummary.txt"

$HtmlReport | Out-File $HtmlPath -Encoding UTF8

$TextReport = @"
AUTOMATED WINDOWS SECURITY AUDIT
================================
Computer: $ComputerName
Audit Date: $AuditDate
Administrator Mode: $IsAdmin
Risk Score: $RiskScore
Risk Rating: $RiskRating

SECURITY FINDINGS
-----------------
$($Findings | Format-Table Category, Check, Status, Details, Points -AutoSize | Out-String)

REPORT LOCATION
---------------
$OutputFolder
"@

$TextReport | Out-File $TextPath -Encoding UTF8

Write-Host ""
Write-Host "============================================="
Write-Host " Audit complete"
Write-Host "============================================="
Write-Host "Risk score:  $RiskScore"
Write-Host "Risk rating: $RiskRating"
Write-Host "HTML report: $HtmlPath"
Write-Host "CSV evidence: $CsvFolder"
Write-Host ""

Start-Process $HtmlPath
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PS C:\Users\Wesston Dana\OneDrive\Desktop> .\Windows-Security-Audit.psl.psl

Automated Windows Security Audit

Computer: WESSTONSLAPTOP
Started: ©7/14/2026 22:11:19

[1/9] Collecting system information. ..
[2/9] Checking Windows Firewall..
[3/9] Checking Microsoft Defender...
[4/9] Auditing local accounts...
[5/9] Checking password policy.
[6/9] Reviewing installed updates.

[7/9] Auditing network ports and shares. ..

[8/9] Reviewing failed logon events...

[9/9] Checking disk space and generating reports...

Audit complete

Risk score: 12

Risk rating: MODERATE

HTHL report: C:\Users\Wesston Dana\Desktop\SecurityAudit\SecurityAuditReport.html
CSV evidence: C:\Users\Wesston Dana\Desktop\SecurityAudit\CSV





