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Setting up UFW
1) Launched an EC2 instance in AWS
2) During the instance set up, ensure that the security group allows for SSH access from IP.
3) In the local machine, use the following command to connect
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1) Install UFW
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1) Then, allow SSH connections
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1) Enable the firewall
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1) Verify that UFW is active
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Significance of Firewall Management
Firewalls are a vital piece when it comes to securing all systems that are exposed to the internet. A lot of cloud platforms are targeted for unauthorized access, as they are sometimes unprotected. We mitigate the risk by controlling what goes in and out of the firewall. UFW offers a very user-friendly interface to users by using simple commands such as, “ufw allow”.
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ssh -i /path/to/key.pem ubuntu@<EC2 PUBLIC IP>
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sudo apt update
sudo apt install ufw -y
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Sudo utw status
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sudo ufw allow ssh
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SUdo utw enable




